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the existence of an activity consti-
tuting:

(i) Mismanagement, a gross waste of
funds, or abuse of authority;

(ii) A substantial and specific danger
to the public health and safety;

(iii) A threat to the integrity of pro-
grams and operations relating to the
Department; or

(iv) A violation of merit systems
principles or a prohibited personnel
practice as described in 5 U.S.C. 2301
and 2302.

(b) Bureau counsel who, during the
course of providing advice to or rep-
resentation of a bureau, acquire infor-
mation of the type described in para-
graph (a) of this section, shall report
the information to the reporting em-
ployee’s supervisor, the Chief or Legal
Counsel, or the Deputy General Coun-
sel, who shall report such information
to the relevant Inspector General.

(c) This section does not cover mat-
ters addressed through employee griev-
ances, equal employment opportunity
complaints, Merit Systems Protection
Board appeals, classification appeals,
or other matters for which separate,
formal systems have been established.

§0.204 Prohibition of reprisal for re-
porting suspected misconduct.

Any employee who has authority to
take, direct others to take, rec-
ommend, or approve any personnel ac-
tion, shall not, with respect to such au-
thority, take or threaten to take any
action against any employee as a re-
prisal for providing any information in
accordance with §0.203 of this part or
through other processes established by
law. However, if an employee makes a
complaint or discloses information
with the knowledge that it was false,
or with willful disregard of its truth or
falsity, such conduct may be grounds
for disciplinary action, and such action
shall not constitute reprisal.

§0.205 Controlled substances and in-
toxicants.

Employees shall not sell, offer to
sell, buy, offer to buy, use, or possess,
controlled substances in violation of
federal law. Employees shall not use or
be under the influence of alcohol in a
manner that adversely affects their
work performance. Employees may

§0.209

consume alcohol on Department prop-
erty only when authorized in accord-
ance with Department or bureau poli-
cies and directives.

§0.206 Strikes.

Employees shall not participate in a
labor strike, work stoppage, or work
slowdown against the government.

§0.207 Possession of weapons or explo-
sives.

(a) Employees shall not possess fire-
arms, explosives, or other dangerous
weapons, as defined at 40 U.S.C. 5104(a),
either openly or concealed, while on
Department property or while on offi-
cial duty.

(b) The prohibition of paragraph (a)
of this section does not apply to the
possession of authorized weapons or ex-
plosives by employees who are required
to possess such authorized weapons or
explosives in the performance of their
official duties.

§0.208 Care of agency records.

(a) Employees shall not remove,
alter, destroy, mutilate, access, copy,
or retain documents or data in the cus-
tody of the federal government or pro-
vided to them in the course of their
employment, without proper authoriza-
tion.

(b) The term ‘‘documents’ includes,
but is not limited to, any written,
printed, typed or other graphic mate-
rial, recording, computer tape, disk or
hard drive, storage medium, blueprint,
photograph, or other physical object on
which information is recorded, includ-
ing all copies of the foregoing by what-
ever means made, and any electronic
file, data, or information stored on or
created on a government computer,
database, application, program, net-
work, or storage medium.

§0.209 Disclosure of records or infor-
mation.

(a) Employees shall not disclose or
use official information without proper
authority. Employees authorized to
make disclosures should respond
promptly and courteously to requests
from the public for information when
permitted to do so by law.

(b) Employees who have access to in-
formation that is classified for security
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